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ABSTRACT

In order to use online financial services, user authentication technology is necessary. Password check through keyboard
typing is the most common technique. However, since it became known that key stokes on the keyboard can be intercepted
easily, many Internet banking services and easy payment services have adopted the virtual keyboard. However, contrary to
the expectation that the virtual keyboard will be safe, there is a risk that key strokes on the virtual keyboard can be leaked.
In this paper, we analyzed the possibility of password leaking on the virtual keyboard and presented a password leaking
method using mouse event hooking and screen capture in PC operating system. In addition, we inspected the possibility of
password leak attacks on several famous Korea Internet banking websites and simple payment services, and as a result, we
verified that the password input method through the virtual keyboard in the PC operating system is not secure.

Keywords: Virtual Keyboard, Internet Banking, Simple Payment Service, Password Leak
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